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OHIO DEPARTMENT OF JOB AND FAMILY SERVICES

CODE OF RESPONSIBILITY
* PLEASE PRINT *
NAME: First, M1, Last Robert L. Lucks Agency ODJFSAgcal Operations
Work Phone (330} 364-9777 County Juscarawas
Date of Birth Work Unit One Stop
Social Security No. Supervisor Charyi Stiles

AGENCY TYPE: 0 ODJFS  [J Non-ODJFS State [ County [ Local Gow. [ Private/non-profit 3 Feders!
7} Contract Employee Contract Company Name & Teleptione No.

ACCESS REQUESTED: (Local Security Coordinator/Supervisor use only)

4 ODJFS network / email access 3 Crise } 1 seTS 3 FacsIS LD MMIS
OTHER access:
Time Keep, SCOT!, Group Wise
Novall Container: Existing RACF / Novell ID's:
PLEASE READ CAREFULLY

Security and confidentiality are a matter of concern for all users of the Ohio Department of Job and Family Services (ODJFS) information
sysiems and afl other persons who have access 1o ODJFS confidential data. Each person that iz entrusted with &n authorized 1D to acoess
QDJFS systems, holds a position of trust relative to this information and must recognize the responsibiiities entrusted to hirn/her in preserving
the security and confidentiality of this information. Confidantlaity requirements contained in law include, but are not timited t0: 45 CFR
164.501 ot al HIPAA; ORC sections 2301.35, 5101.28, 5101.27, 5101.28, 5101.29, 5101,30; and OAC rules 5101:1-1-03 and 5101:1-29-071.

An authorized users conduct either on or off the job may threaten the security and confidentiaifty of this information. It is the responsibiity of
every user to know, understand and comply with the following:

1. | agree to abide by the ODJFS Information Security policy and QDJFS Imiemet Usage Policies, These policies are available vig the

ODJFS InnerWeb or upon request, they will be provided by either your supervisor or the ODJFS Information Security Unit, Rt is the

respansibility of the applicant requesting access to become familiar with these policies.

1 will not make or parmit unauthorized useas of any information in hard copy or computer files maintained by ODJFS.

| will not seek to benefit personally or permit others (o benefit parsonally by any confidentiat information to which has come o me by virtue

of my work assignment.

| wilk ot exhibit or diviilge the contents of any record to any person except in the conduct of my work assignment or I accordance with the

policles of ODJFS.

5. lwill not knowingly include or causa to be includad in any record or report false, inaccurate or migleading information.

6. | will not remove or cause o be removed copies of any official record or report from any file from the office where it is kapt, except in the
normal condiict of my work assignment and in accordance with the policies of ODJFS,

7. 1 will not operate or request others to operate any ODJFS or Obio Data Neiwork equipment on personal business.

8. 1 will not viotate nies and/or reguiations concaming access and/or improperly use Security entry cards or codes for controlled areas.

9. twil not diviige or share any security codes (e.g., sign-ons, passwords, key card PIN, efc.) used to access any securad files.

10. 1will report any violation of this code by anyone to my supervisor and / or the Information Security Unit immediately.

11. 1 will pot aid, abet or act in conspiracy with anether or others to violate any part of this code.

12. 1 will reot load any personally owned software or software not liconsed to ODJFS on any ODJFS-owned equipment withou! proper
authodzation.

13. 1 will freat all casa record material as confidentlal, and will handle tncome and Eligibifity Varification System (IEVS) material with extra
care, | understand that Internal Revenue Code Sections 7213(a), 7213A and 7431 provide ¢ivll and criminal penalties far unauthorized
inspection or disclosure. Thesa panalties include 2 fine of up to $5000 and/or imprisonment of up o & years.
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Any vi jon of thi icy may result in digciplinary a rsuant § age! ork rul

ty with the ODJFS Code of Responsihility for Security and Confidentiality of Data:

g Date 24 T OF
honl 13 530 AT .

1. Form Instructions: hﬁp:/ﬁnne&bl()m!s/lnfoSecurityllrrfoSecmdex,shtm!
2. Fax or Mait with cover memo detailing system access requested.

To: QDJFS / BISS / Inforrmation Security Unit

4200 £, Fifth Ave. Columbus, Qhio 43218-2851

Fax # (614} 9950118

IFS 07078 (Rev. 4/2005)

1 have read, undarstand and

=
Applicant Signature

Supervisor Signature {
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